tutorialspoint

S T MPLY EASY LEARNINILG

www.tutorialspoint.com

n https://www.facebook.com/tutorialspointindia J https://twitter.com/tutorialspoint



Metasploit

About the Tutonial

Metasploit is one of the most powerful and widely used tools for penetration testing. In
this tutorial, we will take you through the various concepts and techniques of Metasploit
and explain how you can use them in a real-time environment. This tutorial is meant for
instructional purpose only.

Audience

This tutorial is meant for beginners who would like to learn the basic-to-advanced concepts
of Metasploit and how to use it in penetration testing to safeguard their systems and
networks.

Prerequisites

Before proceeding with this tutorial, you should have a good grasp over all the fundamental
concepts of a computer and how it operates in a networked environment.

Copyright & Disclaimer

© Copyright 2018 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e-book are the property of Tutorials Point (I)
Pvt. Ltd. The user of this e-book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e-book in any manner without written consent
of the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website or its contents including this tutorial. If you discover any errors on our website or
in this tutorial, please notify us at contact@tutorialspoint.com
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1. Metasploit — Introduction

Metasploit is one of the most powerful tools used for penetration testing. Most of its
resources can be found at: https://www.metasploit.com. It comes in two versions:
commercial and free edition. There are no major differences in the two versions, so in this
tutorial, we will be mostly using the Community version (free) of Metasploit.

As an Ethical Hacker, you will be using “Kali Distribution” which has the Metasploit
community version embedded in it along with other ethical hacking tools. But if you want
to install Metasploit as a separate tool, you can easily do so on systems that run on Linux,
Windows, or Mac OS X.

The hardware requirements to install Metasploit are:

e 2 GHz+ processor
e 1 GB RAM available
e 1 GB+ available disk space

Matasploit can be used either with command prompt or with Web UI.
The recommended OS versions for Metasploit are:

e Kali Linux 2.0 or Upper Versions

e Backtrack 3 and Upper Versions

e Red Hat Enterprise Linux Server 5.10+
e Red Hat Enterprise Linux Server 6.5+
e Red Hat Enterprise Linux Server 7.1+
e Ubuntu Linux 10.04 LTS

e Ubuntu Linux 12.04 LTS

e Ubuntu Linux 14.04 LTS

e Windows Server 2008 R2

e Windows Server 2012 R2

e Windows 7

¢ Windows 8.1
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2. Metasploit — Environment Setup

We will take the following actions to set up our test environment:

¢ We will download Virtual box and install it.
¢ Download and install Kali distribution.
¢ Download and install Metasploitable which will be our hacking machine.

e Download and install Windows XP which will be another hacking machine.

In total, we will have 3 machines which will be logically connected in the same network.

Metasploitable
(Attacked Machine)

Kali Machine
(Attacking Machine)

Windows 2003 Machine
Attacked Machine

Install Virtual Box

To download Virtual Box, go to https://www.virtualbox.org/wiki/Downloads

Select the appropriate version depending on your OS and the hardware configuration of
your system.
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VirtualBox

Download VirtualBox

Here, you will find links to VirtualBox binaries and its source code

VirtualBox binaries

8y downloading, you agree to the terms and conditions of the respective license.

+ VirtualBox platform packages. The binaries are released under the terms of the GPL version 2, ]
« VirtualBox $.1.2 for Wi ws hosts x86/amded
« VirtvalBox 5.1.2 for OS X hosts amd64
+ VirtualBox 5.1.2 for Linux hosts
« VirtualBox 5.1.2 for Solaris hosts - amdéq

» VirtualBox 5.1.2 Oracle VM VirtualBox Extension Pack Al supported platforms
Support for USS 2.0 and USB 3.0 devices, VirtualBox ROP and PXE boot far intel cards. See this chapter from the User Manual for an introduct
Extension Pack binarias are released under the VirtualBox Personal Use and Evaluation Ucense (PUEL),
Please install the extension pack with the same version as your instailed version of VirtuaiBox:
If you are using VirtualBox 5.0.26, please download the extension pack - here.
If you are using VirtualBox 4.3.38, please download the extension pack - here,

After selecting the appropriate version of Virtual Box, the following screen will appear.
Click Next.

r -
) Oracle VM VirtualBox 5.1.2 Setup M

Welcome to the Oracle VM
VirtualBox 5.1.2 Setup Wizard

The Setup Wizard will install Orade VM VirtualBox 5.1.2 on
your computer, Click Next to continue or Cancel to exit the

/ Setup Wizard.

i Next > 1 [ Cancel J

Version 5.1,2
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On the next screen, set the location where you want to install the application.

i —
14! Oracle VM VirtualBox 5.1.2 Setup

S

Custom Setup

=

Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

Oracle VM VirtualBox 5.1.2
------- 3 v | VirtualBox USB Support application,

VirtualBox Networking

— | vl VirtualBox Bridged Networkin

i This featur i 1649VB
------- &3 + | VirtualBox Host-Only Networ T L LN on

your hard drive, Ithas 3 of 3

g‘ VirtualBox Python 2.x Support subfeatures selected. The
y | = = subfeatures require 692KB on yo...
Location: C:\Program Files\Oracle\VirtualBox\ Browse
Version 5.1.2 | DiskUsage | | <Back | MNext> | | cancel |

You will get a Warning message before proceeding with the installation.

“

r "
18] Oracle VM VirtualBox 5.1.2 [

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 5. 1.2 Networking feature
will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 5.1,2 7 Yes ] [ Mo
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Click Yes on the above screen which will display the following screen. Click Install to begin
the installation.

g 2 B
15 Oracle VM VirtualBox 5.1.2 Setup i ]

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 5.1,2 [ < Back H Install | [ Cancel ]

Once the installation is complete, you will get the following screen. Click Finish to exit the
Setup Wizard.

r = 1R
12l Oracle VM VirtualBox 5.1.2 Setup ||

Oracle VM VirtualBox 5.1.2
installation is complete.

Click the Finish button to exit the Setup Wizard.

[/ Start Orade VM VirtualBox 5. 1.2 after installation

m

Version 5.1,2
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Now, you will be greeted with the opening screen of VirtualBox.

r s a
3§ Oracle VM VirtualBox Manager - — lﬁJ [E'M‘

File Machine Help

{:} W y t=3 Details | = Snapshots

New Settings Discard Start.

Welcome to VirtualBox!
| The left part of this window is a list of all virtual machines on your computer. The list is empty now
because you haven't created any virtual machines yet. & #’/—f )
| In order to create a new virtual machine, press the New buttoninthe £ ' ' 4 i \
| main tool bar located at the top of the window. " ? sy
| You can press the F1 key to getinstant help, or visit o
www. virtualbox.org for the latest information and news. - prh
N1
i
| i

—— e

Now we are ready to install the rest of the hosts for this tutorial.

Install Kali Linux

You can download Kali Linux from its official website: https://www.kali.org/downloads/

- — O | E] offensive-security.com/kali-linux-vmware-y

T T )
“'_FLFMHMB Blog Courses Certifications Online Labs

SEEICHNT
Prebuilt Kali Linux VMware Images Prebuilt Kali Linux VirtualBox Images
Image Name Torrent | Size Version SHA1Sum
Kali Linux 64 bit VM Torrent 2.0G 2016.1 2b49bf1e77c11ech5618249cat9a46f23a6f5d2d

Kali Linux 32 bit VM PAE Torrent 2.0G 2016.1 eT71867a8bbf7ad55fa437eb7c93fde9e450f6759
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Go to the official website and download prebuilt Kali Linux VirtualBox images.
Next, open VirtualBox Manager and go to Machine -> New.

9 Orace VWA VirtualBox Marages
file Machine Help

ol Newe, K |
G Add. CtriA
e ) Settings. Chil+S
K; (@ done.. Cii-0 5| General
=3 Remove. CuteR e ACL
R
System
P Stet » E
1 - . ~ Bage Memoryr 1500 MB
g B Pause k=P Boot Order:  Floppy, Opica, Hard Dek
) Pesat trie T Accsieration:  VT-x/AMD-Y, Nested Pagng, Hyper -V Paravr luskrabon
i
card Seved State )
3 Showleg.. Cerfel & ousplay
) Refresh Video Memory: s M
— Remote Deskiop Server: Deabled
deo Caplure:
[E showinBxplore \7 .
A Create Shoctcue on Desktop Ld storage
Controfier: SATA
B3 sot SATAFortOr  ACLvd {Normal, 25,00 GB)
SATAPort it [Optical Drive] SW DYDS_Windows _Swr_DC_EE_SE_Web_ 2008 R2_548% Englch,
# Audo
rost Ortver:. Windows DrectSound
Foanteela Detad M A

Go to the location where Kali Linux has been downloaded and choose a virtual hard disk
file.

¥ Please choose a virtual hard disk file >
- v A « Kali-Li... » Kal-Linux-2018.1-vm-amd&d v 0 Search Kali-Linux-2016.1-vm-... 2
Organize « MNew folder =~ W O
& OneDrive " Mame Date modified Type
B This PC a Kali-Linux-2018.1-vm-amdéd 271,206 506 PM Virtual Machine Di..,
A is
- a kali-Linux-2018.1-vm-amded-s001 27172016 518 PM Virtual Machine Di...
B Desktop W Kali-Linux-2016,1-vm-amd64-s002 2/1/2016 5:18PM  Virtual Machine Di...
Documents a kali-Linux-2016.1-vm-amded-s003 2/1/2016 18 PM Virtual Machine Di...
; Downloads a Kali-Linuwx-2016.1-vm-amdad-s00d 27172016 5:18 PM Virtual Machine Di...
JS Music a Kali-Linuwx-2016.1-vm-amdad-s003 27172016 5:18 PM Virtual Machine Di...
[/ Pictures a Kali-Linux-2016.1-vm-amd&d-s006 2172016 5:18 PM Virtual Machine Di...
E Videos a Kali-Linuwx-2016.1-vm-amdgd-s007 2172016 5:18 PM Virtual Machine Di...

a Kali-Linuwx-2016.1-vm-amdgd-s003

2/1/2016 5:18 PM

Virtual Machine Di...

‘i Local Disk (23]
o= Local Disk (D:)
\_- DVD RW Drive (E

TR T R R

File name:

“ | ‘AII virtual hard disk files (*.wmd - |

| Open | | Cancel |

' tutorialspoint

EIMPLYEAEYLEARMNING



Metasploit

The next screen will prompt you to create a virtual machine. Click the Create button, as
shown in the following screenshot.

Create Virtual Machine

Mame and operating system

Mame: |Ka|i 2016.1,

|
Type: |Lir'|u1( hd | @
-

‘ersion: |Dﬂ'1ler Linux (64-bit)

Memory size
0 52 e
I I ] I I I I 1 1 1 1 1 1 1 1 1 [ I I I 1 1 1 1 1 1 1 1 1 1 1 1
4MB 8192 MB
Hard disk

) Do not add a virtual hard disk
() Create a virtual hard disk now
(®) Use an existing virtual hard digk file

|Ka|i—Linu1(—2ﬂlG. 1-vm-amd&4. vmdk (Mormal, 30.00 GE) - | E

Guided Mode | Create | Cancel

Now, you can start Kali OS. Your default username will be root and your password will be
toor.
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3. Metasploit — Basic Commands

In this chapter, we will discuss some basic commands that are frequently used in
Metasploit.

First of all, open the Metasploit console in Kali. You can do so by following the path:
Applications -> Exploitation Tools -> Metasploit.

>
B P SE0Eaon |
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Once you open the Metasploit console, you will get to see the following screen. Highlighted
in red underline is the version of Metasploit.

Terminal (- IO Y )
File Edit View Search Terminal Help
@e;
@eeEEa', CRE
@eErEEEEEeEEE @;
dddddddddddddd

/ Metasploit!

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

[ .metasploit v4.11.8- ]
[ 1519 exploits - 880 auxiliary - 259 post ]
--=[ 437 payloads - 38 encoders - 8 nops ]
[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

Help Command

If you type the help command on the console, it will show you a list of core commands in
Metasploit along with their description.

variable
r command
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End of ebook preview
If you liked what you saw...
Buy it from our store @ https://store.tutorialspoint.com
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