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SAP HANA Admin

About the Tutonal

SAP HANA is an in-memory data platform that is deployable as an on-premise appliance,
or in the cloud. It is a revolutionary platform, which is best suited for performing real-time
analytics, and developing and deploying real-time applications. At the core of this real-
time data platform is the SAP HANA database, which is fundamentally different from any
other database engine in the market today.

This tutorial will teach you SAP HANA Administration tasks in a single and distributed
environment. This tutorial is specifically focused on admin activities in HANA system -
System Management, Table Properties, License Keys, Smart data access, integration with
different non-SAP systems, security management, and audit policies in HANA system.

Audience

This tutorial has been prepared for those who have good knowledge on SAP Basis and
HANA system concepts. After completing this tutorial, you will find yourself at a moderate
level of expertise in administration and management of SAP HANA in multitenant
environment.

Prerequisites

Before you proceed with this tutorial, we assume that you are well-versed with basic SAP
Basis and HANA concepts. You should have a good exposure to SAP HANA in-memory
concepts, HANA Studio, and different options in HANA studio. If you are not aware of these
concepts, then we recommend that you first go through our short tutorials on SAP HANA
and Basis.

Disclaimer & Copyright

© Copyright 2018 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e-book are the property of Tutorials Point (I)
Pvt. Ltd. The user of this e-book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e-book in any manner without written consent
of the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website or its contents including this tutorial. If you discover any errors on our website or
in this tutorial, please notify us at contact@tutorialspoint.com.
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1. SAP HANA Admin — Overview

SAP HANA is an in-memory database for performing real-time data analysis, and
development of applications on the top of real-time data. HANA administration deals with
managing SAP HANA system in a single and distributed system environment. Each HANA
system can contain multi node architecture with each node containing multiple processors
for fast speed data analysis and real-time data provisioning. You can use Smart data
access to get the data from non-SAP systems without importing the data to HANA
database, and virtual tables can be used to perform read/write data operations.

SAP HANA Administration includes the following activities:

e SAP HANA multiple host system management

e SAP HANA Administration Tools

e SAP HANA System Management and Availability

e SAP HANA Lifecycle Management

e SAP HANA Security and User Management

e SAP HANA Backup and Recovery Management

e SAP HANA Data Provisioning and Integration with non-SAP systems

Each SAP system contains multiple servers and it can be checked in HANA Studio under
Administration tab. SAP HANA Studio contains Administration Perspective (default) to
manage all admin tasks in HANA systems.

To check the landscape of HANA system, navigate to Landscape tab in HANA studio.
Services shows all the services running on HANA system.

The following screenshot shows SAP HANA system and all the key services running under
system Landscape for the same system.

You can see the service name corresponding to each server in HANA system landscape.

Yo Systems 23 = O §fHoe =2
- et
B - E1 it E s S HDB (HANAUSER) HANADEMO  best o3
- M Alerts | Performance | Wolurnes | Configuration | Systern Informmation

=-{ES HEB (HAMALSER) HAMADEMO

..... {_E‘; Backup *ervicesl Hosts | Rediskribution | Swskem Replication I‘ Hosk: | = EI Sen
‘C? Catalog active | Host | Part | Service = | Detail | Start Time | Pracess ID
L= Conkent @  best 30310 compileserver Sep 29, 2015 §:20:50 FM | 16808
L= Provisioning @ best 30300 daermon Sep 29, 2015 8:20:29 PM | 16696
[ Security =  best 30311 dpserver masker Sep 29, 2015 5:20:56 PM | 16836

B  best 30303 indexserver masker Sep 29, 2015 5:20:56 PM | 16835
B  best 30301 nameserver masker  Sep 29, 2015 5:20:45 PM 16713
I  best 30302 preprocessor Sep 29, 2015 8:20:51 PM | 16510
B best sapstartsry

@  best 30304 scripkserver masker  Sep 29, 2015 5:20:56 PM 16540
@  best 30306 webdispatcher Sep 29, 2015 §:22:43 PM | 17404
@  best 30307 xsengine Sep 29, 2015 5:20:56 PM 16842
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From the dropdown list, you can select all the host names and services that you want to
see and the status of each system.

Various details available for each service includes: Start time, CPU and Memory details,
Used Memory, Peak Used Memory, Effective Allocation Unit, Physical Memory on host, and
SQL Port.

TiHoE 33
5 HDB (HANAUSER) HANADEMO  best 03
Orverview |Landscap & | Performance | Yolumes | Configuration | Syskem Information | Diagnosis Files | Trace Configural
SErvicesl Hosks | Redistribution | Swskem Replicakion I]lHDSt: <Al El Service: | <al= El
active | Host | Port | service = | Detail | stark Time | Process ID | CPU
B  best 30310 compileserver Sep 29, 2015 5:20:050 PM - 163038 compileserver
@  best 30300 daermon Sep 29, 2015 8:20:29 PM | 16696 daemaon
= best 30311 dpserver masker Sep 29, 2015 8:20:56 PM | 16336 dpserver
O best 30303 indexserver masker Sep 29, 2015 &;20;56 PM 16338 I indexsarver
B  best 30301 nameserver master Sep 29, 2015 5:20:45 PM | 16713 P ——
@  best 30302 preprocessor Sep 29, 2015 8:20:51 PM 16310
preprocessor
=  best sapstartsry
@ best 30304 scriptserver | master Sep 29, 2015 5:20:56 PM | 16840 sapstartsry
@ best 30306 webdispatcher Sep 29, 2015 8:22:43 PM | 17404 scriptserver
@ hbest 30307 xsengine Sep 29, 2015 5:20:56 FM | 16842 webdispatcher
xsengine

When you click the Hosts tab, you can see the host names in the System Landscape and
the role of HANA system defined under Name server.

You can also check the status of the systems, failover status, Index server role, and
Failover group.
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2. SAP HANA Admin — Architecture Overview

In SAP HANA system architecture, it contains all the server components that gets installed
at the time of installation. Each server has defined set of tasks and different services are
run for each server in a SAP HANA distributed environment.

The most important server system and the heart of HANA system is the Index server. This
server is responsible for processing SQL/MDX statement using engines in the Index server.
It also contains Session and Transaction Manager to keep track of completed and running
transactions.

Persistence Layer in the Index server is used for backing up data and transaction of log
files.

SAP HANA System Server Components

HTTP
P
L

__

Following table lists all the key server components in HANA, the corresponding services,
and OS process details.

Server Service Name OS Process
Component in HANA N Component Details
ame
Name system

Responsible for processing
Index Server Indexserver hdbindexserver | SQL statements using
SQL/MDX Processors

To maintain topology of SAP
HANA system. This is used to

Name Server nameserver hdbnameserver .
manage all the running
components and data stored
on each component.
3
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It can be used to develop

XSSé:rI\a;:flc xsengine hdbxsengine and host applications on the
top of SAP HANA system.
Data .

Provisioning dpserver hdbdpserver To provide SAP H.ANA U

data access function.
Server

To analyze the text data and

Preprocessor preprocessor hdbpreprocessor

perform search capabilities.

Compile Server

compileserver

hdbcompileserver

This is used to perform
compilation of SQL
Procedures and doesn't
contain any data.

Web Dispatcher

Webdispatcher

Hdbwebdispacher

It is used to process
HTTP/HTTPS request to
HANA XS

Engine.
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3. SAP HANA Admin — Multitenant Database

It is possible to set up multiple databases into a single HANA system. When you install
SAP HANA system in multiple container mode, you can setup multiple isolated databases
in single SAP HANA system. This is called Multitenant database containers.

You can also covert a single container HANA system to multiple container databases HANA
system. In multiple container HANA system, each database runs on the same
infrastructure and uses the same computing resources. However, each database contains
following components:

¢ Database Users
e Repository

e Catalog

e Backups

e Traces and Logs

e Persistence

All the database objects - tables, schemas, database views, SQL procedures - are separate
for each database. You can also perform cross-database functions in multitenant database.

In SAP HANA system, it contains multiple server - Name Server, Index Server,
Preprocessor, and XS Server. With multiple container databases, different combinations of
the above servers are used.

Name server maintains the landscape details of the system and the system databases run
the Name server. The Name server of multitenant databases doesn’t contain topology
information and this information is stored in tenant database catalog.

Preprocessor and Compile server runs on system databases as they don’t contain persist
data. Each tenant database contain its own index server and SAP HANA Classic Server
runs on the Index server of tenant database by default.
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You can see the architecture of SAP HANA multiple container system in the following
screenshot. Each instance of system database runs on multiple hosts to provide scalability
and system availability. In multiple worker configuration, when a system fails, standby
instance will fail over all active databases.

In the above screenshot, you can see 2 databases distributed across three hosts in multiple
container database system.

In multiple container architecture, the system database is set up at the time of installation
of a multiple-container system or when you convert a single container system to multiple
container system. This is used to manage information about the system as a whole, and
also for tenant databases. It is used for Central System Administration in multitenant
environment.

System database contains data and user data for system administration and SAP HANA
Administration tools such as SAP HANA Studio to connect to the system database. All the
administration tasks that are performed in the system database applies to the whole
system and you can also target the configuration for a specific tenant database. System
database contains complete landscape information about Tenant components, however it
doesn’t contain topology related information.

' tutorialspoint
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4. SAP HANA Admin — Multiple Host Systems

When your SAP HANA system is installed on a single system, it is known as Single Host
System; however, when you distribute the system installation on multiple systems, it is
called Multiple Host Systems. Using multiple host systems, you can use features such
as Load Balancing and Scale Out feature of SAP HANA system. You can overcome the
hardware limitations by distributing the load of your system on multiple servers.

You can also assign different tables to different hosts using database partition to split a
single table between hosts (partitioning of tables), and to replicate tables to multiple hosts.

When SAP HANA system is installed on multiple hosts, SAP HANA Administrator can
perform start and stop, backup, or run update as a single system by taking single System
ID known as SID.

Each SAP HANA system contains its own server components for each host and the request
from the client application can be distributed to different hosts in multiple host systems.

NS
Engine

X5
Engire

Index Server Index Server Engine Index Server

Prg- Pre- Pre-
Statisfice| MName Statishics Statistics
[rocessor Sarver processar Sarvar processmr Server
Server Server Server Server

Web
Dispatche|

Host 1 Host 2 Host 3

Web
Dispatcher

Web
Dispatcher

Compile Server Compile Server Compile Server

In the above screenshot, you can see SAP HANA multiple host system architecture, where
HANA system has 3 separate instances, and each instance has its own server components.

The request from the client application can be distributed to any of the instance in this
environment.

@ tutorialspoint

EIMPLYEAGBYLEARMNINTIG



5. SAP HANA Admin —Tools

There are various tools that can be used to perform administration tasks in single container
or multiple container system. All the tools are used to perform database level
administration and the system level administration can be performed using SAP HANA
Cockpit.

Following are common HANA Administration Tools:

SAP HANA Cockpit

This is an administration tool to manage your SAP HANA system and is based on SAP Fiori
Launchpad based navigation to access long range of HANA applications. SAP HANA cockpit
can be accessed via a web browser.

SAP HANA Studio

Using SAP HANA Studio, you can perform system administration and monitoring activities
in a distributed environment. You can create users with different access privilege, backup
and recovery, and data provisioning using HANA Studio.

HANA Studio is an Eclipse-based tool and is available for Window, Mac, and Unix OS.

SAP HANA Lifecycle Manager

This is an administration tool to manage SAP HANA components after installation. You can
add/remove hosts or rename using the Lifecycle Manager.

SAP Solution Manager

This tool is used to integrate your SAP HANA platform with other business solutions.

SAP HANA HW Configuration Check

You can use this tool to check the interoperability of SAP HANA system with enterprise
storage.

SAP HANA XS Administration Tools

This tool is used to manage and administration applications developed on the top of HANA
database sing XS Classic model and XS Advanced model. You can perform security and
define user authentication for applications developed and hosted in SAP HANA
environment.

SAP HANA Application Lifecycle Management

This tool is used to perform the transport of delivery units, upload or download transports
and to perform transport management tasks.
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6. SAP HANA Admin — Cockpit

This is an administration tool to manage your SAP HANA system and is based on SAP Fiori
Launchpad based navigation to access long range of HANA applications. SAP HANA cockpit
can be accessed via a web browser.

You can also use SAP HANA Cockpit in an offline mode to perform administration tasks -
starting HANA system to fix performance-related issues.

SAP HANA Cockpit with Fiori-based Launchpad shows the content in the form of tiles
arranged in groups. Using these tiles, you can access individual applications and can also
access app-specific data for immediate review.

You can also perform a drill on these tiles to see the detailed information about specific
applications.

Following roles are required to open and access tile-based SAP HANA Cockpit:
sap.hana.admin.roles:: Monitoring or sap.hana.admin.roles::Administrator

To open SAP HANA Cockpit via a web browser, you need to have browser support SAPUI5
library sap.m.

You can also open SAP HANA Cockpit via HANA Studio. Navigate on HANA system ->
Configuration and Monitoring -> Open SAP HANA Cockpit.

[H:SAP HANA Modeler - SAP HANA Studio

File Edit Mavigate Project Run  Window Help
ﬁv I " TE[BE-JT'I - * = =
o Systems i3 = |ml

BF-Ej-mEags

ERIEEHOE (HANALISER) HANADEMR -

P Backup Configuration and Monitoring r Eﬂ Open Adrninistration
v:? Catalog <t Lifecycle Management » Open SAP HAMG Cockpit
F-L= Cantent Backup and Recovery 2

o L Sl b Shark Systent, ..

[F-l=F Provisioning ¥ FE'
o . Stop Syskern, ..
[+-l= Security =
Open SQL Console Restart Syskem, ..
%3 SAP HANA Madeler » Configure Svstem Replicakion,
I 3 I
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SAP HANA Admin

A single-container system is accessed through the following URLs:

https://<host FQDN>:43<instance>/sap/hana/admin/cockpit

http://<host FQDN>:80<instance>/sap/hana/admin/cockpit

Host name is SAP HANA system name and Instance number is SAP HANA system Instance
number.

Launch System Launch Alert Monstor Start & Sop Mongor Enlerprso
Direclory Syrters Health

4 2|1 4

SAP HANA Resources

SAP HANA SAP HANA Deweloper
Marketplace Center on SCN

€& ; T

SAP HANA Technology Documentation

SAP HANA U1 SAP HANA Developer SAP Fion foe SAP SAP MANA XS
Intograton Services Guido Business Sutto JamScrpt Roforonce

(w & IE]

SAP HANA Cockpit for Offline Administration

You can also open HANA Cockpit in an offline mode using a web browser or via standard
SAP HANA Cockpit tool. This is used to perform administration tasks - starting SAP HANA
system, other offline administration activities.

To login to SAP HANA Cockpit for offline administration, following perquisites should be
met:

¢ You need to have credentials for Operating System user <sid> admuser created
at the time of installation.

e Port 1129 should be open for communication.

e You need to have browser support SAPUI5 library sap.m.

10
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There are two ways to open SAP HANA Cockpit in an offline mode:

Using the Web Browser

Enter the following URL in the web browser.

https://<host>:1129/Imsl/hdbcockpit/<sid>/index.html

You can directly enter the above URL in the web browser and it opens SAP HANA Cockpit
for offline administration. You have to authenticate via Operating system user <sid>
admuser.

This method is not recommended as it transfers the password in plain text via HTTP.

Using the Standard SAP HANA Cockpit
You can open SAP HANA cockpit by entering the following URL.

https://<host FQDN>:43<instance>/sap/hana/admin/cockpit

Navigate to SAP HANA Database Administration group -> Select SAP HANA Cockpit for
offline administration as shown in the 2™ last box of the following screenshot.

SAP HANA Database Administration
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Configure Alerts
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There are various options under SAP HANA Cockpit for offline mode, when you click on the
options as shown in the following screenshot -

Start, Restart, Stop Diagnosis Files Troubleshoot SAP HANA SAP HANA Cockpit
System Operations Unresponsive System Documentation

Running . E?l
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SAP HANA Admin

Start, Restart and Stop

This tile shows the status of your SAP HANA system. Following are the most common
status messages you can see -

e Running
e Stopping
e Stopped

e Initializing
When you click on this tile, it allows you to start, stop, and restart a server.

Diagnosis Files

This is used to open the log files, trace results and other diagnosis files. You can use this
tile to get the diagnosis files in zip format and it can be attached to support messages.

It is also possible to search diagnosis files to find specific words and phrases.

Troubleshoot Unresponsive System

This tile is used to access the information required for troubleshooting performance issues.

SAP HANA Documentation Tile

Using this tile, you can see the documentation of all the administrative tasks that you can
perform in SAP HANA Cockpit for offline administration.

SAP HANA Cockpit

This tile is used to access the main window where you can access all applications for
performing SAP HANA administration online. In case of system replication, this option is
only available with primary system.

Note: In multitenant database containers, when you use Start option under SAP HANA
Cockpit offline administration -> Star, Restart, Stop tile -> Footer bar, Start System - this
options restarts all the tenant database systems.

When you stop a system, the status of the system under Start, Restart, and Stop tile is
changed to Stopped (red) as seen in the following screenshot.

Start Restart Stop roubleshoot SAP HANA
: ! Documentation
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7. SAP HANA Admin — HANA Studio

SAP HANA Studio is an Eclipse-based tool. SAP HANA Studio is both, the central
development environment and the main administration tool for HANA system. Additional
features are —

e It is a client tool, which can be used to access local or remote HANA system.

e It provides an environment for HANA Administration, HANA Information Modeling,
and Data Provisioning in HANA database.

There are various administration tasks that can be performed using SAP HANA Studio:

e To start and stop service

e To perform monitoring of SAP HANA system

e To perform user management and authorization

e To perform backup and recovery

e To perform Audit policy and Security configuration
e To perform license management

e To perform other configurations in HANA system

e To perform SQL development tasks - HANA Information Models, SQL Stored
Procedures

In SAP HANA Studio, you will find a long list of perspectives, which can be considered as
separate tools in HANA Studio. All these perspectives can be used for performing various
administrative tasks, system monitoring, and data provisioning.

To see list of all Perspectives in HANA Studio, navigate to Window tab -> Perspective ->
Open Perspective -> Other.

SAP HAMA Modeler - SAP HANA Studio

e Edit Mavigate Project Run | 'Window Help
- ; M Window S e P = =
: Editor ’ . L

o Systems 53 Hide Toolbar
rﬁ- - | | EE - 7= Show Yiew »
SIEMHDE (HANALISER) HANADEM QP ®__F) OPEN PErspective d /=] SAP HANA Development
""" Backup Mawvigakion g Customnize Perspective. .. %E' SAF HANA Madeler
- Catalag - SavePerspective As...
E? Cantent Preferences N
n:? Provisioning Close Perspective
= Security Close All Perspectives
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SAP HANA Admin

When you click on “Other...”, it will open the list of all the perspectives that can be used
to manage and perform system administration.

= Edit MNavigake Project Run  wWindow  Help

< . L o= 3 - # . T e
= Systems 53 mom
Bl - - Om = = =
B - @ 0§ = = T ]
HDE (HAMALISER ) HAMADEMC 1 BBAP Conneckivity 2 Inkegration
& Backup BT, aBAP Profiling
= Catalog E]E:w Modeling
 Content L#=Database Debug
= Provisioning |.i3 Database Development
= Securiky ZtiDebug
%" Jdava
E:-\Jllava Browsing
ﬁ? Jawva EE

EJJava Type Hierarchy
e Javascripk
He IPA
L) Planning
“J=Plug-in Development
9 Resource
W SAP HAMS Administration Console {default)

=T saP HaMa Developrent
TE Ao HAMA Madalar ;I

ok I Cancel I

SAP HANA Administration Console in HANA Studio

Using this feature, you can open HANA database administration and monitoring features
in HANA Studio. By default, it opens in System View.

To open SAP HANA Administration, you can select SAP HANA Administration Console
Perspective default option. You can also access it via Administration button at the top.

e Edit Mavigate Project Run  ‘Window  Help

< - | v[g, - - - -

by Swskems S& = [m

(HANALSER | HANANEMD
e
= Catalog

Zaonkent

=
L= Provisioning
=

Security
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SAP HANA Admin

When you click the Administration button as shown in the following screenshot, it opens
SAP HANA Administration Console. The console contains all database administration and
monitoring features of the SAP HANA studio.
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Start Time of Mast Recently Started Service: Sep 29, 2015 5:22:43 PM
Distributed System; e & There are configured andjor active traces
Yersion: 1.00,111,00,1454183496 (fa/newdbl00_rel)  Show traces
Build Time: Jan 30, 2016 §:59:32 FM
Platfarm; SUSE Linux Enterprise Deskkop 11,3
Linux kernel Yersion; 3.0,76-0,1 1-default
Hardware Manuf acturer: Dell Inc.
SAP HANA Used Memory Disk Usage
Used Memary/Peak Used Memory/Allacation Limit (GB) Data Yolume Size/Total Disk Usage/ Takal Disk Size (GE)
OnHost best:  [44.0086.94 117.57] Ontostbest;  [26.20/313.31
Mote Information Log ¥olume SizefTotal Disk Usagey Tokal Disk Size: (GB)
Resident Memory OnHostbest:  [4.19/313.31
Database Resident/Total ResidentiPhysical Memary (GE) Trace Yolume Size/Taotal Disk Usage|Total Disk Size (GE)
PPN = x ezl OnHosthest; 182031331
[T Properties 53 B M =0 =/ Jobleg 32 Histary Progress | 3 ‘ 3 ‘ = ‘ X
) Where-Used List 53 = g ot [ volue | Current | History
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Mumber of Usages:

Type | UsedIn Package

Following tabs are available under SAP HANA Administration Console:

e Overview

e Landscape

e Alerts

e Performance

e Volumes

e Configuration

e System Information
e Diagnosis Files

e Trace Configuration

These tabs are used to perform monitoring and administration tasks in your SAP HANA
system.

Adding a System in HANA Studio

Single or multiple systems can be added to HANA Studio for administration and information
modeling purposes. To add new HANA system, host name, instance humber and database
user name and password is required.

e Port 3615 should be open to connect to Database
e Port 31015 Instance No 10

e Port 30015 Instance No 00

e SSh port should also be open
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SAP HANA Admin

Following are the steps to add a system to HANA Studio.

Step 1: Right-click the Navigator space and click Add System. Enter HANA system details,
i.e. Host name & Instance number and click Next.

Specity System

Specly a host name and an retance number For the system whch should be added

Hostnaewe | ”
Instance Nusber | I

Description: [
Locaia: [Engish (Unted States) -]
Open
s b AddtoFoldert |/ Prowse, .,
Add System,..
40 Fnd
Refresh e
(?) 1 “ l Carvol
Propertios AltsErter

Step 2: Enter Database user name and password to connect to SAP HANA database. Click
Next and then Finish.

' Systom =] e
Connection Propartios
Specity the propectios to be used Tor connecting to the system,

Y

Authartication can Be carried out via the current Operating system user or a valid SAP HANA
Dakabase user

7 Athentication by current operating system user
v Authentication by datsbase user

User Name: ||

Password: |
(To manage your password, see ‘Secure Storaae’)

I Conmect using %51

(?) < Qack ] ot “ b l Cancel
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SAP HANA Admin

End of ebook preview
If you liked what you saw...
Buy it from our store @ https://store.tutorialspoint.com
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